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CI/CD with Docker
on GitLab
test → build → deploy stages, buildx, GitLab registry, deploy

over SSH
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TL;DR

test — PHP + Node on the dev image

build — 3 images via docker buildx  + dind

deploy — SSH → a script on the server

needs:  builds the dependency graph, only: [main]  restricts deploy to the main branch
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.gitlab-ci.yml skeleton

image: docker:latest

stages: [test, build, deploy]

variables:
  DOCKER_BUILDKIT: 1
  DOCKER_HOST: tcp://docker:2375/
  DOCKER_TLS_CERTDIR: ""
  IMAGE_NAMESPACE: your/laravel-production
  REGISTRY: registry.gitlab.com

services:
  - docker:dind

before_script:
  - echo "$CI_REGISTRY_PASSWORD" | docker login \
      -u "$CI_REGISTRY_USER" --password-stdin "$CI_REGISTRY"
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test stage — Node

test_node:
  stage: test
  image: your/php-8.4-fpm:latest
  before_script: [ npm ci, npm run build ]
  script: [ npm run format, npm run types, npm run lint ]
  artifacts:
    paths: [ node_modules/, public/build/ ]
    expire_in: 1 hour
  only: [ main, merge_requests ]
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test stage — PHP

test_php:
  stage: test
  image: your/php-8.4-fpm:latest
  needs: [test_node]
  before_script:
    - git config --global --add safe.directory $(pwd)
    - composer install --no-progress --no-interaction --prefer-dist
  script:
    - cp .env.testing .env && php artisan key:generate
    - composer larastan
    - composer pint
    - php artisan test --env=testing
  variables:
    DB_CONNECTION: sqlite
    DB_DATABASE: ":memory:"
  only: [ main, merge_requests ]

Tests get their own services (SQLite :memory: ) — no shared state with another job.
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build stage — buildx

build_php:
  stage: build
  image: docker:24.0.5
  needs: [test_php, build_node]
  script:
    - docker buildx create --use
    - |
      docker buildx build \
        --platform linux/amd64 \
        --file docker/php/Dockerfile \
        --tag $REGISTRY/$IMAGE_NAMESPACE/php:latest \
        --push \
        --build-context node=docker-image://$REGISTRY/$IMAGE_NAMESPACE/node:latest \
        .
  only: [ main ]

build_nginx  is analogous + --build-arg HTPASSWD_USER=$HTPASSWD_USER . Later images use node  as a build-context.
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deploy stage — SSH

deploy_production:
  stage: deploy
  image: alpine:3.19
  needs: [build_node, build_php, build_nginx]
  before_script:
    - apk add --no-cache openssh-client
    - mkdir -p ~/.ssh
    - echo "$SSH_KEY" | tr -d '\r' > ~/.ssh/id_rsa
    - chmod 600 ~/.ssh/id_rsa
    - ssh-keyscan -p $SSH_PORT $SSH_HOST >> ~/.ssh/known_hosts
  only: [ main ]
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deploy stage — transfer + trigger

  script:
    - cat "$ENV_FILE" > .env
    - |
      { echo "REGISTRY=$REGISTRY"; echo "IMAGE_NAMESPACE=$IMAGE_NAMESPACE";
        echo "TAG=latest";
        echo "CI_REGISTRY_USER=$CI_REGISTRY_USER";
        echo "CI_REGISTRY_PASSWORD=$CI_REGISTRY_PASSWORD"; } >> .env
    - scp -P $SSH_PORT docker-compose.production.yml \
        $SSH_USER@$SSH_HOST:~/laravel/docker-compose.yml
    - scp -P $SSH_PORT .env deploy.sh $SSH_USER@$SSH_HOST:~/laravel/
    - ssh -p $SSH_PORT $SSH_USER@$SSH_HOST \
        "cd ~/laravel && chmod +x deploy.sh && ./deploy.sh"
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Security notes

DOCKER_TLS_CERTDIR: ""  disables TLS for dind  — OK in an isolated CI runner, don't copy the pattern elsewhere.

Registry credentials in the server .env  must be scoped (pull only).

The key in ~/.ssh/id_rsa  — consider ed25519  instead of RSA.

A separate deploy key and a deployer  user.
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Production checklist

Deploy from main  only, never from an MR.

One artifact promoted through the stages — don't rebuild the image in deploy .

Migrations as a named step in deploy.sh  with --force ; a rollback plan.

known_hosts  via ssh-keyscan , not StrictHostKeyChecking=no .

Post-deploy verification ( /health , artisan about --only=cache ).
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R E C A P

The sheet in short

→ 3 stages: test → build → deploy, wired via needs

→ Tests: their own services, artifacts with expire_in

→ Build: buildx  + node  as a build-context

→ Deploy: alpine  + openssh-client  + ssh-keyscan

→ only: [main]  — no deploy from an MR

→ Scoped registry token, ed25519 , deployer
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Found this useful?
Save this cheat sheet for later.

Full article: dominik-dev.pl
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https://dominik-dev.pl/en/blog/production-ready-cicd-with-docker-on-gitlab-practical-guide

